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CO N T E X T  A N D  I M P O R TA N C E

• Disinformation manipulates information to 
influence decisions and create instability.

• It is increasingly used in geopolitics and hybrid 
warfare strategies.

• Our article aims to explore countermeasures and 
build resilience at the individual scale level using 
DISARM Framework as a scenario engine.
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T H E  R O L E  O F  T H E  I N D I V I D U A L

• Disinformation targets individual biases and emotions to 
spread.

• Collective individual behaviors amplify its societal impact.

• Each person acts as a node in networks of information and 
disinformation.
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CONCEPTUAL FOUNDATIONS



P R OT E C T I O N  M E A S U R E S ,  F R  &  E U

• Media education is the primary tool against 
disinformation in France.

• Implementation varies across regions, leading to 
geographic disparities.

• Finland offers a model of systematic media 
literacy for other nations.
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I N F O R M AT I O N  AT TAC K S :  
F R O M  G LO B A L  TO  I N D I V I D U A L

• Disinformation attacks occur globally, systemically, 
and individually.

• Platforms struggle with moderating harmful 
content effectively.

• Layered defenses, like the Iron Dome analogy, are 
essential for resilience.
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MECHANISMS OF 
DISINFORMATION
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CO G N I T I V E  M E C H A N I S M S

• Confirmation bias and emotional responses drive 
disinformation's spread.

• Sensational falsehoods are more memorable than 
bland truths.

• Repeated exposure to false information makes it 
seem credible.

MECHANISMS OF 
DISINFORMATION
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S O C I A L  M E D I A  DY N A M I C S

• Social media creates echo chambers that 
reinforce existing beliefs.

• Influencers act as opinion leaders, sharers, or 
activists in disinformation campaigns.

• Platforms' dopamine-driven reward systems 
encourage rapid sharing.
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P R O PAG AT I O N  M E C H A N I S M S

• Epidemic models categorize users as susceptible, 
infected, or immune.

• Wildfire models show how disinformation spreads 
explosively through networks.

• The speed and reach of disinformation depend on 
individual behaviors.

PROPAGATION MODELS
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P R O PAG AT I O N  M E C H A N I S M S
PROPAGATION MODELS



T H E  I N D I V I D U A L  A S  A  N O D E

• Individuals serve as nodes that spread or disrupt 
disinformation.

• Social validation mechanisms amplify false 
narratives.

• Active users play a critical role in network-wide 
propagation dynamics.
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AWA R E N E S S  L E V E R S

•  Traditional media education alone is insufficient 
to combat disinformation.

• Innovative tools like simulations and games 
enhance learning outcomes.

• Digital environments offer opportunities for 
immersive awareness-building.

COUNTERING 
DISINFORMATION



D I S A R M  F R A M E WO R K :  O V E R V I E W

• DISARM’s red matrix maps attacker strategies; the 
blue matrix suggests defenses.

• Its comprehensive taxonomy simplifies complex 
disinformation operations, with a timeline.

• DISARM supports collaboration across fields and 
adapts to emerging threats.
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D I S A R M  F R A M E WO R K  B L U E
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D I S A R M  F R A M E WO R K  B L U E



C
&

E
S

A
R

 
C

O
N

F
E

R
E

N
C

E

26

2
1

 
N

O
V

E
M

B
E

R
 

2
0

2
4

D I S A R M  F R A M E WO R K  B L U E



C I T I Z E N  R E S P O N S I B I L I T Y

• Individuals must verify and share information 
responsibly.

• Communities play a vital role in promoting media 
literacy and accountability.

• Personal actions contribute to a healthier 
information ecosystem.
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O P P O R T U N I T I E S  F O R  
G A M I F I C AT I O N

• Games like “Bad News” let players experience 
disinformation tactics firsthand.

• Role-reversal strategies teach how disinformation 
campaigns are constructed.

• DISARM can be a scenario creation engine and a 
way for individuals to discover what they are 
involved in. 

COUNTERING 
DISINFORMATION



F U T U R E  WO R K  A N D  V I S I O N

• Future work focuses on creating scalable, 
gamified awareness tools.

• Collaboration between public and private sectors 
enhances impact.

• A unified vision can drive global resilience against 
disinformation.
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