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What this talk is about
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What | want to share
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* (R)evolution(s)
* Ideal vs optimum
* ANSSI answers
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Once upon a time

IT systems IT experts Cyber best practice

®

RECOMMANDATIONS SUR LE
NOMADISME NUMERIQUE

RECOMMANDATIONS RELATIVES A
L'ADMINISTRATION SECURISEE DES \
SYSTEMES D'INFORMATION RECOMMANDATIONS RELATIVES A
L'AUTHENTIFICATION MULTIFACTEUR ET
AUX MOTS DE PASSE

GUIDE ANSSI

GUIDEANSSI
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Nowadays

IT systems

IT/cyber experts
(& others)

Cyber best practice
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MonServi_ce
Sécurisé

Innovation ANSSI RECOMMANDATIONS SUR LE
NOMADISME NUMERIQUE

RECOMMANDATIONS RELATIVES A
L'ADMINISTRATION SECURISEE DES

SYSTEMES DINFORMATION RECOMMANDATIONS RELATIVES A
L'AUTHENTIFICATION MULTIFACTEUR ET

AUX MOTS DE PASSE

GUIDE ANSSI
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GUIDE ANSSI
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Tomorrow

IT systems IT/cyber experts Cyber best practice
(& others)
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Evolving context
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Overview

State of the art

C&ESAR 2024



EX
REPUBLIQUE
FRANCAISE
Liberté

Egalité

Fraternité

Administration of IT systems i

RECOMMANDATIONS RELATIVES A
L'ADMINISTRATION SECURISEE DES
SYSTEMES DINFORMATION

NV
AN

* No path is proposed to improve step-by-step

RECOMMENDATIONS TO SECURE

* No systematic link between TTP and recommendations ADMINISTRATION OF IT SYSTEMS

ANSSI GUIDELINES

* Not adapted to conformity approach

TARGETED AUDIENCE:

s Mmivistators 1T securty managers [T managers
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Administration of IT systems > What is implemented

Admin flow
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What is at stake

State of the art
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Ideal vs optimal

Ressources

Cybersecurity optimum
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Everyone its own way

* Fix the objective

* Decide to do or to get it done Optimal
* Measure the initial level
e Start the journey
Advanced
{ Initial

-j Traditional

Zero Trust Maturity Journey (source : https://www.cisa.gov/zero-trust-maturity-model)
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Outil d’aide et de suivi d‘implémentation de la sécurité

ANSSI guidelines + OASIS
Level 3 R2
Level 2 R3 RO R7 R6
R1T R2 R3 R4 R5 R6 R7 R8 R9
Level 1 R1 R4 R5 R8
Topic A Topic B Topic C Misc.
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Takeaways

* Cybersecurity evolves with technologies and threats.

* Cybersecurity is a topic for experts... and users and deciders and
suppliers and lawyers...

* Cybersecurity final level depends on multiple criteria : org, tech,
human.

* Cybersecurity best practice needs to adapt to this generalization.

ANSSI will take its part to ensure that building an IT system with
best practice is not a utopia.
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