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- Summary

1. Boot phases overview

2. Threats targeting the boot phase
» implant and bootkit

3. Secure boot : protection mechanism
4. Focus on Blacklotus malware (and others)

5. Best Practices
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System boot firmware BIOS/UEFI

Firmware :

* low-level software

* controls hardware or peripherals

* boots before the Operating System

( Basic Input Output Syste

BIOS

Basic |nput output

System Windows

ntoskrnl.exe

We will focus on UEFI

( Unified Extensible Firmware Interface)

R —

UEFI “EFI Boot OS oS
Unified Extensible = der LOADER ‘ EXE ‘ B Ao ws
Firmware Interface = ) C: Winload.efi N |

Dual &o%ﬁﬁmﬁfnwﬁﬁ'dawg 8 . . C: nﬁskﬂﬂ.exe -

Direction générale de I'armement

4 18/11/2024



EX
MINISTERE

DES ARMEES

ET DES ANCIENS
COMBATTANTS

Liberté
Egalité
raternii

- UEFI (Unified Extensible Firmware Interface) and P| (Platform Initialization)

UEFI : Interface between firmware and OS while a computer is being booted.
* Standard from 2005, last specification => 2,10,A (2024-08)
* Specific framework available to develop UEFI applications and drivers

Pl : Platform Initialization steps

’_________ NN I I S S S S S -

/ Focus on = Transfer control tq OS \
‘ » @ DXE BDS RT
I Exerévsr:v Boot Device Selection . Run Time
! Verify PreEFI Initialize Execute EFI OS Boot Loader and E Full OS || User
| integrity processor, drivers and Early OS Kernel Init . Kernel Mode
I component chipset and ecure boot . Init. Process
board TSL : Transient
| em Lbag
|

Hardware

-~
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- Simplified view of a PC's UEFI boot process

Windows Boot Linux Boot

Hard disk
ESP (EFI System Partition)
FAT32 format

UEFI firmware
fwbootmgr

EFI/XXX/B EFI/XXX/B
/EFI/Microsoft/Boot/ Boot [EFI/ o0 [EFI] 5o

Bootmgfw.efi Configuration Grubx64.efi Shimx64.efi

Database

JEFI/XXX/Boot/

Grubx64.efi

C:\windows\system32 [boot/vmlinuz

Kernel Linux

winload.efi

Hard disk
File system c:\

ntoskrnl.exe /boot/initramfs
Kernel Temp root FS
Windows
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Movlngr down from OS to hardware

Rootkits
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- Firmware vulnerability

Since 2017, acceleration of discovered vulnerabilities (228 since 2002)

200
180
160
140
i Known exploited vulnerabilities CISA

100

B0

60

0 l.
» — -.- |

0 — :—-

2002 | 2005 | 2007 | 2009 | 20171 | 2013 | 2015 | 201
2004 2006 2008 2010 2012 2014 2016 2018 2020 2022 Total 2002-2023

® Firmware ™ Driver 0s Server Software W Virtualization = Office Applications ™ Web Browser ™ Software Library ® Applications
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f:_-{)?qEBSA%Nﬁ\Iﬁr';S Malware/Bootkits date 1st blood Infection type Targeted OS wvendor”
Vector-EDK (Leaked ,
2015 2014 DXE ? HackingTeam
Firmware Threats e
DerStarke 2016 20137 DXE Windows/Linux/MacQs Vault?
QuarkMatter 2016 20137 ESP Windows/Linux Vault?
2017 or .
LolaX 2018 . OXE Windows APTZ28
— earlier

Since 2020, increase in
discovered bootkits/implants.

TrickBot/TrickBoot 2017 DXE Windows

FinSpy 2011 MEBR/ESP Windows/Linux/MacOS

. . ESPecter 2012/2020 MBR/ESP Windows
https://github.com/hardenedvault/bootkit-samples -

Rovnix (Leaked source

code)

MosaicRegressor . DXE Windows

MBR/VER Windows

Implant.ARM.ILOBleed.a . BMC Linux

MoonBounce based on
Vector-EDK

DXE Windows

CSME via

Conti leaked chat 7 undocumented Windows/Linux/? Conti group
HECI, Sk

CosmicStrand DXE Windows/? MN/A

BlacklLotus ESP Windows N/A
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UEFI Implant

UEFI implants modify UEFI firmware stored in flash.

Windows Boot Linux Boot

X

UEFI Implant

UEFI firmware
fwbootmgr

i

JEFI/XXX/Boot/ JEFI/XXX/Boot/
Grubx6a.efi KOISM Shimx64.efi

Hard disk /EFI/Microsoft/Boot! Boot
ESP (EFI System Partition) Bootmgfw.efi Configuration

Database
FAT32 format

JEFI/XXX/Boot/

Grubx64.efi

/boot/vmlinuz
Kernel Linux

C:\windows\system32
winload.efi

Hard disk
File system c:\

ntoskrnl.exe
Kernel

Windows

/boot/initramfs
Temp root FS
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UEFI firmware
Flash fwbootmgr

- UEFI Implant characteristics

* UEFI implants are OS independent.

* UEFI implants have very good persistence:
> They reside in flash memory.
» They withstand hard drive formatting or OS changes.
> They persist on PCs booting from CD-ROMs

* Main deployment vectors :
> Exploiting a vulnerability in the UEFI firmware.
» Having the ability to modify the firmware of a device, for example, PCI.
» Conducting a supply chain attack on UEFI firmware updates.

» Gaining physical access to the machine to access the SPI interface of the flash.
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- Non offensive deployment example

* Mock implant : Activate advanced option in the UEFI menu (processor debug mode)

* Solution : Modify the flash contents to activate this option in the UEFI menu

Debug PC for - Target PC
modification -

Default UEFI File i o Default UEFI Menu

UEFI firmware
fwbootmgr

Patched UEFI File New UEFI Menu

Please note that this is a proof of concept. Using this kind of method to implement a feature at the UEFI level is not advisable
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- Non offensive deployment example

ThinkPad Setup

Do ban s/ T hpaee
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Exit
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Setup Defaults

Change Ualues
Save and Exit

Select » Sub-fenu

Lenovo UEFI Menu
No "Advanced" menu available

Norbert Entreprise @
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- Real example : UEFI Implant - Lojax

* September 2018, found by ESET
~ APT28 (Fancy Bear —RU)

* Deployment use software vulnerability in Computrace Lojak (Absolutelojack)
* Allows locating a stolen PC
* Pre-installed software in the firmware of many laptops which launches
Windows Agent

* Deployment:

d Accesses flash from the OS thanks to the Lojax agent

d Bypass flash write protections to patch firmware in flash
Payload :

d Replace legitimate autocheck.exe

d Install a windows service and contact C&C
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- Some protections

N
, . iy

* Check security protection 1S I'
* Write protection on the flash ——

CHIPSEC
* Use recent processors with security features Boot Guard
* Flash integrity verification (for example : Intel boot guard pour Intel ou PSP pour
AMD)

* Update the Firmware : Firmware should be updated regularly and treated as
importantly as operating system and application updates.
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- UEFI bootkits

UEFI bootkits will install themselves on the EFI partition of the hard drive.

A

Hard disk
ESP (EFI System Partition)
FAT32 format

N ——

UEFI Bootkit

Hard disk
File system c:\

)

=7 Disk Management — O
File  Action View Help

= F HmEl =X EEE

Volume I Layout I Type I File System I Status I Capacity I Free Spa... I % Free I
= Simple Basic MTFS Healthy (B... 39.33 GB 13.22 GB 22 %%

= (Disk O partition 1) Simple Basic Healthy {(E... 100 MB 100 MB 100 %%

== (Disk O partition 4) Simple Basic Healthy (R... 342 MEB 342 MEB 100 %%

= Diisk O

Basic {C-)

59.98 GB 100 MB 59.35 GB MTFS 548 MB

Cnline Healthy (EFIl Systern Pa Healthy (Recowvery Partition)

Heay (Elncut,?;e File, Crash Durmp, Basic Data Partition

W Unallocated [l Primary partition
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- UEFI bootkits characteristics

UEFI bootkits are OS independent.

No need to have access to flash.

Bootkits can be generic:

d They execute with elevated privileges before the OS and allow for the deployment of
payloads in kernel mode and/or user mode.

d They can be installed remotely.

* However, they do not survive the installation of a new OS
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- Non offensive deployment example

* Mock bootkit : Install and test our own drivers on Windows in "normal"
mode (bypass Microsoft signature verification).

* Solution : Use a UEFI driver that allows disabling signature verification on

windows.
UEFI firmware
HENY fwbootmgr
Modification of the ESP —
Hard disk [EFI/Boot/ , Boot
r i n ESP myUefl Loader.efi Configuration
(f Xb é)?hF Hvat o Partition —_— Database
ataaas d e UEFI FAT32 EFI JEFI/Boot/ .
ure veri myUefiDriver.efi

. C:\windows\system32
Hard disk winload.efi

!Oal'tltIOn ntoskrnl.exe c S
File system Kernel Windows ustomsysmon.sys

Please note that this is a proof of concept. Using this kind of method to implement a feature at the UEFI level is not advisable
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- Non offensive deployment example

= | UEFI test = O

X 1 Accueil Partage Affichage
C:\Windows\system32>

€« e 8 > DATA (D) > UEFI test

Nom
CustomSysMon.sys
¥ CustomSysMonClient
& MyPatchguard
MyUefiDriver.efi
MyUefiLoader.efi
<

5 élément(s)

pen Systems Resources, Inc. Exi

05 Route 1014 Suite 19 Hel
mherst, NH 03031 i

h: [603) 595-6500

bx: [B03) 595-6503 ServiceGroupOrder
er¥3.0 - Sept6, 2007

Load CustomSysmon driver i

D:AUEF! test\CustomSysMon sys Browse

not signed by Microsoft s

Thursday, October 19, 2023 15:11:05

Active Services

CustomSysMon

Demand v
MNonhe Group Load Order

s Type: [Diiver Enor: Maormal w

- , ) 16:19
O Taper ici pour rechercher | | 9

R g 00003 E2
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https://www.welivesecurity.com/2021/10/05/uefi-threats-moving-esp-introducing-especter-bootkit/

- Real Example : Bootkit UEFI - ESPecter

October 2021, found by ESET
No attribution

* Focus on Windows machine.
* Active since 2012: initially targets the BIOS.
* Updated in 2020 to target UEFI.

* Deployment:
d Modify bootmgfw.efi file
4 Bypasses Windows driver signature verification and loads its own driver.
* Payload:

d Install keylogger and injects itself into a system process
d Contacts its C&C
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SECURE BOOT

Secure Boot [Disabled]

secure Boot

Disabled

E. nabled
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- Secure Boot key

Update

* Platform Key Database (PK): allowed - [
« Contains master key certificate (Vendor) S —— 0T PK
* Protect KEK from uncontrolled modification 0
allowed % Vendor KEK
* Key Exchange Keys Database (KEKS) : Microsoft KEK

Iii.

* Contains vendors and Microsoft certificates

 Protect DB and DBX T
\ R MicrosofW allowed
* Allow list Database (DB): % " Microsoft Third Party
* Contains public key certificates or hashes. . Vendor UEFI CA
* Binaries that can be validated by a certificate or hash
will be allowed to execute at boot time # Network board FW

Deny list Database (DBX) :
Contains public key certificates or hashes.

* Any binary hash that matches a DBX hash or has a
signature verified by a DBX certificate will be
prevented from executing at boot time.

 The DBX has ultimate veto power at boot time.
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ET DES ANCIENS The problem arises from the Secure Boot Platform Key (PK), which is untrusted
g TS because it is generated by Independent BIOS Vendors and shared among different
— w i Microsoft Production

AMD
Secure

Processor

Hard disk
File system EFI partition
Formatage FAT32

Hard disk
File system c:\

Protect PC with UEFI secure boot. * Microsoft Third Party

Boot Guard

]

Windows Boot Linux Boot

UEFI firmware
fwbootmgr

8 Microsoft Third Party
JEFI/XXX/Boot/
JEFI/Microsoft/Boot/ Boot Shimx64.efi

Bootmgfw,eﬁ Configuration
Database

=. Microsoft Production

JEFI/XXX/Boot/
Grubx64.efi

Microsoft Production
C:\windows\system32 [boot/initramfs
winload.efi Temp root FS

Microsoft Production

Own key

Ntokrnl.exe

Kernel

Windows
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What is Blacklotus malware
Blacklotus is a bootkit that is sold on hacking forums for $5,000 since at least October 2022.

J Works on the latest Windows 11 systems
d Works with Secure Boot UEFI enabled

J BlackLotus does not install if the compromised host uses one of the following locales :

Roumain (Moldavie), ro-MD
Russe (Moldavie), ru-MD
Russe (Russie), ru-RU
Ukrainien (Ukraine) , uk-UA
Biélorusse (Biélorussie), be-BY
Arménien (Arménie), hy-AM
Kazakh (Kazakhstan), kk-KZ

O 000000
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- Blacklotus infection steps

Download and execute an installer

Bypass UAC (User Account Control)

Disable Bitlocker and Windows Defender.

Install files on ESP partition (old legitimate files with baton drop CVE)

N

Use CVE-2022-21894 Baton Drop vulnerability on windows bootmgfw.efi file
Add MOK List

Replace file bootmgfw.efi with simx64.efi

N O

Grubx64.efi will hook the winload.efi (OS windows loader) to install an infected driver
The driver injects some code in Winlogon process which contacts the C&C

© ®
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- Blacklotus UEFI infection

Windows Boot

UEFI firmware
fwbootmgr

N

Hard disk
ESP (EFI System Partition)
FAT32 format

CVE Baton

Drop /EF1/Microsoft/Boot/

_ Shimx64.efi
/EFI/Microsoft/Boot/ Boot Configuration

Bootmgfw.efi Database

/EFI/Microsoft/Boot/

Grubx64.efi

C:\windows\system32
Bootmgr.efi

Boot Configuration

Database
:\windows\system32 \windows\system32 C:\windows\system32

winload.efi Hvloader.efi

Hard disk
File system c:\

ntoskrnl.exe
Kernel C:\windows\system32

rGleG Mcupdate_Genuinelntel.dll
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Restarting
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- Baton Drop

MOK List

- onncert.

Install custom certificate in the
MOK List => persistence

Boot Configuration Database
C:\windows\system32

truncatememory @addr2

avoidlowmemory @addr1

Boot Configuration Database

avoidlowmemory @addr2

Direction générale de I'armement

https://github.com/WackQ/CVE-2022-21894

EFI System partition

C:\windows\system32
Mcupdate_Genuinelntel.dll avoidlowmemory

truncatememory

C:\windows\system32
Hvloader.efi
avoidlowmemory

C:\windows\system32
Bootmgr.efi

/EFI/Microsoft/Boot/

Bootmgfw.efi |
CVE Baton
Drop

Flash Firmware fwbootmgr

RAM

.d a t a (bootmgr.efi)

Ixt (mcupdate*dll)

IXT vioadei

.d ata (bootmgfw.efi)
Secure boot Policy

IXT wootmgfw.efiy

@ addr2

@ addr1


https://github.com/Wack0/CVE-2022-21894
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- Blacklotus UEFI persistence

Windows Boot

Hard disk
ESP (EFI System Partition)
FAT32 format

UEFI firmware
fwbootmgr

/EFI/Microsoft/Boot/ MOK List

Shimx64.efi
5 ouncer.

/EFI/Microsoft/Boot/

Grubx64.efi 1. Grubx64.efi will hook the winload.efi (OS
windows loader) to install an infected driver

C:\windows\system32
winload.efi

2. The driver injects some code in Winlogon
Remetifindons process which contacts the C&C

Hard disk
File system c:\
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- Protection problem against Blacklotus => downgrade attack

d Baton Drop CVE fixed in January 2022, but vulnerable firmware still usable in early 2024

4 Signatures of vulnerable EFI files revoked on May 9, 2023 (DBX list updated) => https://uefi.org/revocationlistfile

4 But the blocking of these signatures is not enabled by default.
= Still needed for “legacy compatibility”.

= Installing an older version of Windows is impossible because the firmware signature is blocked
(problematic for restore points and backups).

d July 11, 2023 : Manual activation of signature blocking possible (hash in the DBX)

u April 9, 2024 : Add Microsoft Production PCA 2023 to the DB. (in order to revoke PCA2011)

d July 9, 2024 : Windows security update includes mitigations but are not enable by default (verify SVN)

3 + 6 months ??: Blocking becomes mandatory (revoke PCA2011 in DBX)
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- This is not limited to Windows and Intel

BootHole on Grub Linux: LogoFail on UEFI parser:

:
OO&a .

July 2020 : Buffer overflow vulnerability in December 2023 Blackhat London:

the analysis of the GRUB2 configuration Vulnerabilities in the UEFI firmware image

file (grub.cfg) parser

* Modification of the configuration file * Modification of the splash image by an
by an attacker with admin rights attacker with admin rights

*  Works with secure boot *  Works with secure boot

no cryptographic verification of the config file no cryptographic verification of the config file

* Operates on x86/ARM and on PCs/servers

from Lenovo, Dell, HP.... Demo
presented at Blackhat using Lenovo ThinkCentre M70s Gen

* All Linux distributions (Debian, Ubuntu,
Mint, Red Hat, etc.) are affected
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- Low consideration of the threat

CVE-2023-21560 6.6 Medium  BitLocker Encryption Bypass

CVE-2022-21894 4.4. Medium re Boot Security Bypass

* Low CVSS scores, because
= CVE tends to be quite complex without remote

BootHole (ADV200011) | 5.7 Medium | Segfre Boot Security Bypass

CVE-Z2070-oese ©.7 Medium | Secure Boot Security Bypass

access' CVE-20192-1368 4. edium | Secure Boot Security Bypass
= Need admin rights CVE BlackLotus.=4,4..
‘CVE‘BootHole =57

However' the System |mpact |s Slgnlflca nt CVE-2016-3287 4.4 Medium | Secure Boot Securlty Bypass
CVE-2016-3320 4.9 Medium | Secure Boot Security Bypass
CVE-2015-6095 4.9 Medium | BitLocker Encryption Bypass

* Limited use of detection or protection functions on firmware
= However, there are options: Secure boot, TPM, measured boot, DBX update, ...

* Few firmware updates
= Despite numerous vulnerabilities identified (228 referenced by binarly.io)
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=
Ex Boot Guard UEJT:!DI?-!-EOS«
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- Best practices

Uodate firmware Use recent processors and their protection
2 mechanisms

Windows boot

Implant UEFI

Enable secure boot
Update revocation list (pex)
Use of one's own certificates (ps)

UEFI configuration verification tools
EFI partition detection tools
loC management on EFI partition

Hard disk

Enable TPM rl)artition
Fi t
Enable Measured boot (attestation server) i€ System

-
i 4
Eadl

CHIPSEC

X

C:\windows\system32
winload.efi

ntoskrnl.exe
kernel
Windows

Trusted Platform
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- Conclusion

d Threats to the boot process are very real and must be taken into
account in the protection and detection of our systems

dThe protections presented are imperfect and fallible, but their
Implementation will slow down the attacker

JdSome protection mechanisms are complex and can be expensive to

Implement, but let’s try to implement these protections in an
iterative manner
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- Links

- Github EFI file to bypass HVCI :https://github.com/backengineering/VDM.git

- blog : Voyager — A Hyper-V Hacking Framework // Back Engineering Blog

- bootlicker : GitHub — realoriginal/bootlicker: A generic UEFI bootkit used to achieve initial usermode execution. It works with modifications.

- RUST UEFI :GitHub — rust-osdev/uefi-rs: Rust wrapper for UEFI.

- Visual-UEFI from lonescu : GitHub — ionescu007/VisualUefi: A project for allowing EDK-Il Development with Visual Studio => work with VS2022

- bootmgfw.efi with DMAbackdoor : s6 pcie _microblaze/python/payloads/DmaBackdoorBoot at master - Cr4sh/s6 pcie microblaze - GitHub

- artemonsecrurity blog : https://artemonsecurity.blogspot.com

Driver classique :

0 github VDM : GitHub — backengineering/VDM: Library to manipulate drivers that expose a physical memory read/write primitive., VDM — Vulnerable
Driver Manipulation // Back Engineering Blog

0 github MSREXEC : GitHub - backengineering/msrexec: Elevate arbitrary MSR writes to kernel execution.(SMEP, SMAP)
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e https://[www.malekal.com/bios-uefi-legacy-csm-gpt-mbr-dossier-complet/

o https://www.ssi.eouv.fr/uploads/IMG/pdf/uefi-pci-bootkits sstic article fr.pdf

SRTM et DRTM (static et Dynamic measurment) :

e https:/[security.stackexchange.com/questions/39329/how-does-the-tpm-perform-integrity-measurements-on-a-system

« https://web.archive.org/web/20151028130757/http://tiw2013.cse.psu.edu/slides/tiw-2013-martin.pdf

Chipsec : https://github.com/chipsec/chipsec

Binarly : The Untold Story of the BlackLotus UEFI Bootkit | Binarly — Al -Powered Firmware Supply Chain Security Platform

Blacklotus and Lojax

¢ https://www.welivesecurity.com/2023/03/01/blacklotus-uefi-bootkit-myth-confirmed/

o https://[www.welivesecurity.com/2018/09/27/lojax-first-uefi-rootkit-found-wild-courtesy-sednit-group/

e https://github.com/microsoft/secureboot objects

Guides :

e https://[www.nsa.gov/portals/75/documents/what-we-do/cybersecurity/professional-resources/csi-boot-security-modes-and-recommendations.pdf

o https://uefi.org/sites/default/files/resources/Insyde%20HPE%20NSA%20and%20UEFI%20Secure%20Boot%20Guidelines FINAL%20v2.pdf

» https://media.detense.gov/2025/Mar/20/2005162401/-1/-1/0/C TR-UEFI-SECURE-BOOT-CUS TOMIZATION-2025031/.FDF
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- Intel Example

Intel introduced the Intel® Boot Guard Authenticated Code Module (ACM),
which is a module signed by Intel.

* The ACMs modules assume responsibility to verify OEM (Original
Equipment Manufacturer) platform firmware before the host CPU
transfers control to OEM firmware. Because verifying the entire image is time-consuming,
the ACM only verifies the initial boot block (IBB) code.

 The IBB is then responsible for verifying the OEM boot block (OBB).

UEFI
Boot OBB Secure
CPU Guard Verification Boot

Power |
On )
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MINISTERE Supply Chain Risk from Gigabyte App Center Backdoor - Eclypsium

e DESEN RN | Supply Chain Security for the Modern Enterprise

GIGABYTE
- Other Real example : Gigabyte 2023

May 2023 : Eclypsium detected firmware on Gigabyte systems that drops
an executable Windows binary => executed during the Windows startup
process.

Problem : This executable binary insecurely downloads and executes

additional ps ar-Te alaa R EAl = RAAES P
Firmware Bin _ Flash T

Download

Execute ;
Install Copy SItE

WpbtDxe.efi Bin Download

Hard disk

. GigabyteUpdateS
Windows OS ervice.exe No cryptographic

signature verif

WPBT (Windows Platform Binary Table) is an ACPI table in your firmware allowing your computer vendor to run a program every time Windows (8 or later) boots.
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