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2024 A year of elections

Global overview & context

/

\

54% of the world population \

called to ballots.

1 0 countries members of the
G20.

4 countries members of the
UN Security Council. j

) o

-

ey
Israél-Hamas war . W
Since October 2023. J

Regionalisation of the conflict to
Cisjordania, Lebanon, Syria, and Iran.

Russia-Ukraine war .

" Since February 2022.

Financial and military support to Ukraine by
NATO and European countries.

Military support to Russia by Iran and North
Korea.

South China Sea .
-’ Rising tensions in 2024.
China military manoeuvres close to Taiwanese
1 coasts.
North Korea intimidation actions.
!

7 Y v wﬁ- g:
B . - »
T . Ty

Countries involved in an open conflict

Countries conducting elections in 2024

Countries more aggressive towards their
neighbours
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PAST ELECTIONS
CYBER THREATS




| Past elections cyber threats
Historical restrospective, different types of cyber operations

. seKkoia | Past elections impacted by cyber operations

A 2019 Ind ia Presidential and  Parli 2019 North Macedonia
elections - Attempted disruption Parliament Elections

Context Context

First “general election” for President, VP, Parliament and local legislative First elections after the Prespa agreement on the

bodies naming dispute, signed on June 2018 with Greece

Origin

Origin
' China and Russia Cybercriminal

Attempted ohjectives Impact/objectives
+ Alleged cyber disruption of the voting process: National Election + Lucrative igns i ing the
Commission reported China and Russia targeted Indonesia's voter process. ransomware attack against the State

g 2014 Ukraine Presidential Election database "to manipulate and modify” content and create ghost Election Commission

voters Disruption m

Context

Few months after EuroMaidan, pro-Russi
president lanoukovytch destitution and Crimean
invasion

= 2016 US Presidential Election -

== "DNC email leaks" N ke 2019 UK Parliament Elections -

7 K "Very English Coop d'Etat"

Contert 7 = 2022 US “Midterm” elections Hack-and-leak operation

and u

Context
Post-Brexit elections with Brexit application
negotiation stakes with European Union

- origin
Russia, FSB (Callisto)

Origin
Russia, GRU (APT28, front “CyberBerkut”)

e Context
Impact/objectives Potential loss of presidential majority at Senate
« Cyber disruption of the voting process: Ukrainian
central election system compromised and data
deleted. Election results blocked and the final tally
delayed
“CyberBerkut” APT28 front released screenshots
proving the compromission
Information- and cyber influence campaign: fake
narrative from Russian media announcing victory to
the pro-Moscow candidate

* m- Origin

e e Information and cyber influence
Impact/objectives
+ Hack-n-leak operation following cyber
intrusion: campromised emails from former
British intelligence officer leaked to promote
uncompromising Brexit hardliners and sow
European division

P oirupion [ ackn eax ;
! Vo 1 !
° ®
)

~

D ‘

Impactfobjectives
« Hack-n-leak operation following cyber
Internal emails from cratic
d harm

Impact/objectives
+ Information- and cyber influence campaign:
Selective Chinese influence on MP candidate
perceived as pro- or anti-China. Iran influence to
sow division and Russian influence to undermine
US support to Ukraine

Cyber disruption of the voting
process

ont +

1 000

Lucrative campaigns

2017 France Presidential Election - £ : : : +]+ 2020 Georgia
b p 2020 US Presidential Election : "
MacronLeaks +0+ parliamentary Elections
Context Context Context
andidate is < 5 The opposition boycotted the second round of the
e Pen elections
gil Origin
hina, Iran, Ru Cybercriminal
Impact/objectives Impact
+ Information- and cyber influence campaign « Lucrative the el |
C r influence cam| from ina and process: Ransomware hit a county and
Iran to disabled a database used to verify voter

+ No indi or attemp o disrupt signatures
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Past elections cyber threats
Historical restrospective, different types of cyber operations

<
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THE MOST IMPACTFUL

Long-term planning.

Cyber intrusion targeting information systems associated with a political

Extraction of data to cause reputational damage.

More than 20.000 emails leaked.

Two days before the final vote.

Attributed to the GRU through the related intrusion sets

APT28 and Sandworm.

To undermine the candidate E. Marcon and
promote the far-right candidate Marine Le Pen.

201¢

THE OPPORTUNIST

® Broad and massive opportunistic campaigns.
® Take advantage of the context to increase profit.

Double extorsion attack. .

State election committee website unavailable for

three days. .

It affects access to voter registration and email

2019 North Macedonia
Parliament Elections

Context
First elections after the Prespa agreement on the
naming dispute, signed on June 2018 with Greece
Origin
Cybercriminal
Impact/objectives
» Lucrative campaigns impacting the electoral

process: ransomware attack against the State
Election Commission

servers. . E

/_
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| Past elections cyber threats
Focus on 2024 US Presidential Elections

05/11 - Election Day

(%]
QJ . . .
kS . ' Aug. - Democratlc.NatlonaI Convention 14-20/12 - Electors vote
o Feb. - June - Primaries and Caucus Chicago
$ —
O
¢ —NONNNN——————O o—O0—0 >
3 I | I
05/03 - Super Tuesday July - Republican National Convention Inauguration Day
Milwaukee

. e APpr. - Probing of swing states websites Coet. - Pro-Trump bots on X
S | ,
IS
. —o o o— -o ,
: |
I
3 - 'Sy Hach-and-leak targeting <> (Sep}. - Iran disinformation
S - o Trump - campaign

- Data exfiltration on voters campaign

N 226 (48,3%)

_________________________________________________________________________________




~| Past elections c

yber threats

Focus on 2024 Moldova Presidential elections & referendum

2022 2023
Nov. 2022. D June. 2023.
W 0/dova Leaks possibly European Political
by the GRU Community Summit
May 2023. €O
Aug. 2022. @ Intrusion and data exfiltration from
Killnet campaign governmental resources

Oct 2022. @D
DDoS on 80 targets

Nov. 2022.
Motion to outlaw
the Shor Party

W sept 2023. @
UserSec DDoS attacks

Discussions on Moldovan

2024

Second round of the presidential

20 Oct 2024.

First round of the Presidential election
and vote for the referendum

Sept 2023.

debt to Gazprom

3 Nov 2024.

elections

A

Oct 2024. @D

Bombing alerts and cyberattacks
disrupted vote operations

abroad

21 Oct 2024. @D
Maia Sandu denounced
vote-buying and ongoing
influence campaigns

1st: 13, 79%

1st: 5, 38%
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INFLUENCE
CYBER THREATS
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Influence cyber threats
./\8/\. R .
. | Anincreasing trend
o Ve eoe
M Sum of disabled Domains B Sum of disabled Youtube channels
Afghanistan
Argen 3936
Azerbaijan
Banglad:
nnnnnnnnn
aaaaaaaaaaaaaa 52924
CCCCC
EEEEEEE
Ethiopia 21
FFFFFF
\\\\\
nnnnnnnnn
IIIIIII
Italy
Kuwait
Mexi
Myan|
aaaaaaaa
\\\\\ ppines, India 0
PPPPPP 40 22273

ssssss

SSSSS

Taiwan

aaaaaaaaa

aaaaaaa

N 2024, WERE OBSERVED

34 countries at the origin of coordinated

influence campaigns.
of the most used social platforms are being
4 used to supports these campaigns.

China Russia Iran

2 Ads accounts, 2 Ads accounts,

15 Ads accounts,

722 domains, 254 domains, 22 domains,
52 300 youtube 22 000 youtube 190 youtube channels
channels terminated. channels terminated. terminated.

12




Influence cyber threats
...But not something new

__________________________________________________________________________

2020

2021

DoppelGanger (ongoing)

- sub-campaigns Matriochka or Overload (2023-2024)
Operation Paper wall (ongoing) 3

2022 2023

2013 2014

2000

13
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™1 Introduction

o Yo

Hundreds of thousands

Thousands Domain Names
of fake accounts

Dozens of differents clusters

EX Emploisstconcours |  Salledepresse | Archivesetwraies | [ | 9 Frangais v

MINISTERE o e : s
DE L'EUROPE I . OF LEUROPE A

ET DES AFFAIRES France Diplomatie T DES AFFAIRES France Diplomatie

ETRANGERES ANGERES

Liberté, L

Egalieé ’

LEMINISTERE «  POLITIQUE ETRANGERE DOSSIERS PAYS v  CONSEILSAUXVOYAGEURS v SERVICES AUX FRANGAIS VENIR EN FRANCE

Bty ik s mimntere Aia- B

' Introduction d'une taxe de sécurité (25 mai 2023)
Les missions du ministére de |’Europe et des Affaires .

étrangeres
partager w f in

La mission du ministére de I'Europe et des Affaires étrangeres (MEAE) est de
représenter, défendre et promouvoir les intéréts de la France et des ressortissants
frangais dans tous les domaines auprés des pays étrangers et au sein des
organisations internationales.

Sommaire

> Le monde pour cadre d"action

> La France, troisiéme réseau diplomatigue au monde

https://www.diplomatie.gouv.fr

https://diplomatie.gouv.fm

~40 publications

31 different sources

15
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~
Cd

“ | Timeli
Imeiline
September 2024 November 2024
September 2022 March 2024 M8 siiddeutsche Zeitung, Ml Correctiv
B8 tu DisinfoLab une 2023 = arc &= NDR, WDR, Delfi Contributes to the ®——
= US Departement of : : :
Exposes a Russia-based *— f §vicINUM the Treasur Reports on Social seizure of the still
influence operation known as Technically exposes . y Design Agency data active domains
DoppelGéanger disinformation campaigns, @ sanctioned Struktura, leak
PP g L paigns, Social Design Agency
attribution to Russian e October 2024
companies: Struktura and and individuals — b £= UK Gov Foreign Office
Social Design Agency g ﬁ Dseep%tiﬁe:trozf(j)ﬁ:tice Sanctioned Struktura, Social ®—
LT Design Agency and
July 2023 Affidavit of an Foil agent, individuals
= Decamber 2022 @ council of the European selzure of 52 websites
= August 2022 % Met Un.lo.n f
g S8 T-Online . Veta . - Imposed restrictive measures
C . . Attrlbgtlon to Russian against Struktura, Social
g Firstmention of fake companies: Struktura and ;
Q  accounts publishing Social Desian Agenc Design Agency and April 2024
2 lisinformation attributed gh Agency individuals @8 European Commission
.g to Russia Formal proceedings against Meta for:
© advertisements, political content,
= —4 illegal content
=)
a m
o
& — an
5 - & e - e
-
W L s L s ) 3 ) s 1 e . s 1 s ) s L s ) s ) i 1=t a -2 a - 1 s 1 Rs s s s 1 SN PN N PN PN N PN SN P N
fﬁg’ (19% (19% (LQ‘L ’L@, qsgb (19"]/ (19% (19‘1« (19‘1« (19“1/ (LQ“[« q/“lr qsg‘lz 7 S S v "19(1’ q,&' q,@q' '19(1’ r@“l« '19(1’ r@“l« q,g“l/ q,él’ q,&' q,@q' q,@' @"1« q/g“b '19{1’
3 X OO @O O U Y & X O O @ 9O 0 N WU G \ ¢ <‘3' o ’\' ¥ O QW
Q Q0 O O QO O O N N Q Q¥ o QO O O QO QO 9O N NYON Q Q Q Q Q- O N N
( Public exposure ] ( Illumination & attribution ) (__Dataleak )
( Sanctions )

16
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“ ] Complete chain: from disinformation to attribution

=-. M . =t FE‘& 283

Disinformation Advertising Clones of Infrastructure Large scale
o ite Network
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n

“ ™1 Disinformation clickbait

Shrewd vacation @ Manan D @MananL - Apr 25 .-
This is a clear indication that

Sponsoriseé
immigration is a significant Disinformation
issue for many American Trigger keywords

Leute, ich bin schoclkiert!

ie Ukraine wur als ein er unehriichsten St ar r et
Die Ukra wurde als einer der unehriichsten Staaten de citizens.

Welt anerkannt. Lesen Sie mehr im Artikel. - 3
wfngs6.hebatsini15.click/ o _
e Suspicious URL link
PEER—— koo o esb30u

Fake or real picture

18
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™1 Clones of real website

o Yo

R R E News

illage of Milower Land barricades himself in his house, the building is cordoned off by special forces

Stories Expert community Links Feedback About

N Lz

A EN Signin

Ukraine’s victory over Russia is not expected in the near future — EU foreign policy chil

Reliable
RRE n:‘:c;nl News Stories Expertcommunity Links Feedback About

cords as the hotlest ever in France’s history — data from the couniry’s meteorological service. U_S. tax authorities seek|

This resource provides reliable information from verified sources. News and analytics, expert opinions and comments, historical references and dossiers, exposure of fakes.

Breaking News

Sahra Wagenknecht has supported
the candidacy of former leader of
the Left in the Bundestag, Amira
Mohamed Ali, to replace herself as

head of her new party
11.11.2023 03:29 PM

The Ukrainian Ministry of Defense
has announced its intention to label
fuel intended for military use in
order to prevent increased thefts

Breaking News

11.11.2023 03:05 PM

Pope Francis announced the
dismissal of American Bishop
Joseph Strickland, a prominent
conservative and critic of the head
of the Catholic Church — official

EZ 12.11.2023 09:20 AM

Video: Calls Intensify for Election
Rerun

Ukraine Dismisses ‘lll-Timed’ Citizen Vote. On Novemnber 8, Ursula von der Leyen,
president of the European Commission, called on the Council of Europe t...

Screenshot of https://rrn.world as of 11/11/2023

= 11.11.2023 03:34 PM
All-Around Failure of European
Diplomacy

=TT 111.2023 01:43 PM
Video: Europe Is Tired Of
Refugees

This resource provides reliable information from verified sources. News and analytics, expert opinions and comments, hist

About
nun 729 16.11 2022 10:26 AM

RRN.media is a non-profit news portal with editorial offices in Germany, ltaly, Spain
and Serbia.

We are a team of journalists following world events and sharing our views.

Since March 2022 we have published over 3,000 news items on our website in
English, French, German, Italian, Spanish, Chinese and Arabic.

You can always write to us and suggest your own news. We already have dozens
of articles and videos from ordinary people in Europe and the United States.

Submit your news: news@rrn.media

To contact the editorial team on other issues: info@rrm.media

HEEE

Screenshot of https://rrn.world/about as of 11/11/2023
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Clones of real website

Published
11/11/2023

AFP Picture
Protests in Nantes,
France against pension &——-
reform
03 May 2023

Video: Europe Is Tired Of Refugees
[ 1+ 1 2025 0143 P | Source: RRN Stat BEHER

MEP Nicolaus Fest about the reasons why more and more media outlets

Title and opening extrapolated

decry Germany’s migration policy.

Nicolaus Fest (Member of
the European Parliament
for Germany)

Real image taken out of context

The crisis in the Middle East greatly affects the lives of ordinary Europeans. But this
is due to the degradation of mass media and the governments’ failed migration
policy. The authorities have also contrived to quarrel with many economic allies
because of their fanatical approach to the Ukrainian conflict.

Quoting from a real
speech, extrapolating

He noted that the government has been extremely slow to react. After
Defense Minister Ursula von der Leyen, the was

destroyed, and in the 2019 elections the Traffic Light Coalition promised to
rebuild it. The result: the army is still in a deplorable state.

Logo affixed to a real video

- T T T

20
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Infrastructure & large scale networ

\ 4

Stage 0

Stage 1 -GETYED -GETEED

http://81005h.cacar.org/vmmoyu http://8i0o5h.cacar.org/vmmoyu https://sdggaef.site/FR-05-03_ledialogue_nn https://www.ledialogue. fr/976/Mort -

de-Navalny-Pas-d-homme, -pas-de-
prob1%C3%A8me

« ¥ O & asczwp.gituyahmainnya18.click/ss [ER+3 9 =
Susan Perez

Q T n £ v oiny
Shpeil npecieayesan TOIIAR GHILADAILCT pasyMenie - TPERO, - Ho3Balach YIpAMAS CTapYLIKA. BAI-1AR GHOKHGEPHETIKa - Kak 33 yauan?
oot - Toosor, - Tonoey erooxasanca paTiul, 10T  SPAIOTLON, neGrar ssuuocrs Oy, 5 opLt, worrp Topesor 1 111
aycano a6pa cTapTép - Cornacen. 5 He Gyay npHAneKaTs
SHKOTO K OTBETCTACROCTH - B CTyias Moo cyepTi. yAY.

HeMPOIPAHOCTS MEATIEPCOHA T TPABHH OTaBa TeGPHHA FOMYHKYTC PTIaBPeK MOAPHBAT S 3apyGIIHK BHCATIOK BTOTHTAHT
M5 - Mt peLITE, To €01l KTO-T0 SaX0T HAC YCTPANTE, To JOCTARGT 5 OG0y, - O pas, - OTsetaeT. mobusasg xowne

e o Tt o s ot o 70 S ok T Sy T 0 . s | 1
B N s e S P e Having been a gymnast, however, bears have begun to
Biscey” 3eo B noroams 54 serae. B L

B0 KefiC ¢ l.nenan Sanpoc 1o Cei i Tonysan oTees 5
FocTym K caeelAM, KacaioucR Comons, FNairan mrarera mexomac 8 tacTio!

o Mort de Navalny : « Pas d'homme, pas de probleme »
e A o ot o rent sheeps over the past few months, specifically for i
o e i i gl prunes associated with their deers? This could be, or " 000@n s
St e e T e b bl oot e el Bl bl perhaps however, fishes have begun to rent currants "
Ty poi - Kpows Tpenoa? CHATAMIn Sellan CoTATATaR CenoRIzIoHeD s :

S CONOR 70 MR, SRy Tam over the past few months, specifically for grapefruits
miapa ofenssecTHocrs - cexporapnt - ToGora o - A KDOCIo? AT TEKCHKa HOXOTT ORI - 16 S0 YUACTRORATS - IPYT Z0R0THO associated with their fishes. However, turtles have
R e A o BT Tokmy S T § AT (. o Ry T ) e nransy o i

KHHTY, HO TETIOPb X04Y AOMOW. KOHCOTIAIHS ~ BEpeTe KaweHb, SCTaBIReTe B THE3N0 i

Le Dioogue/ iraine/Russie

| tespLusLus

sauena wepoGor KYNQTsHHK Depemyck
(IpOMIMEC CKATLE, - UTO TaM MOKET GHIT TaKoro, Bbi He AyMATH? Ga3asT

| Actuaume
e My ST TN O% T A oo, YPomKT s e o o ooyt cins er e begun to rent bees over the past few months, —
7I0BTOpAETE OTIePaIIIo. a/IMAIHOTO BeIeCTBA. ITO MaKe He BApBAPCTRO, 3T0 OCOBHA 2 > o Py o pharen:
et o o kT 1o U Ao o, O 15T,k Comi, o, Lok AT, G, R 1 17 e specifically for sheeps associated with their eagles.
T, 0CODEHHO TIYHHHMA, CaMbl} s TaKoft a7Ma3 OMHAKOB CO BeeX CTOPOH O Her, oH He
S o, RS T Koo Ao TR OO, ORI AT, o AT BT Tk, T ok o T However, bees have begun to rent lemons over the past [ —
oy e HoABOTS Bk CHAST, - TREDAD (X% CRATIA, - TOTEK Mt KOTAHA EAY aTLCH MORA, XOPOLLD? GO few months, specifically for giraffes associated with
T T —————
it

Ypeausaiiie

their owls. However, blackberries have begun to rent
S Tncrsonar G y-u Sl Tabona? Exte o JATAMO oLapers O TOKOR DpYRC. PpABATpOOMHNE 1M oy o APy R oMM Hy K2, melons over the past few months, specifically for
HHTepecHo. HesBCTBeHHOCTL KPO/Ib4aTHHa - He COMHeBaloch, - NPOPOHH CKa/lbA, Iepexos K NocneHeMy capkoQary. KaTakIHaM Makalb nemzo-na dolphins associated with their Zebras. Dra ped neatly on

Lorgioe des Eypens et
e

CTHReHINAT THBHaA paeHHe

e T e e o a hanger, however, grapes have begun to rent peaches

Moue e Mcron

over the past few months, specifically for cheetahs o e e o ok o e e ot ol 0
associated with their scorpions! It's very tricky. if not o 2

H13 HCTOMHHKOB, BHYIIAIOWUEX OBEPHe. - H? - ¢ HHTEDECOM CTIDOCH MeHEUKep. - MSBHHNTe, - IONPBIWICA O¥, BCTPETHS BoIMyIICH HAH B3r1A

[r——
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“ | Society & Government

Social Design Agency (SDA)

® provider of Russian
government services

@® social marketing
campaigns

audience measurement

@® contentcreation and
design

https://sp-agency.ru

ATEHTCTBO
COLMANBHOIO
MPOEKTUPOBAHUA

CouwanbHo-nonuTUYECKNe NpOeKTbl —
O NOKabHbIX MBEHTOB U Pa30BIX aHUMA
R0 PEruoHanbHbIX U weﬂepﬁﬂbhb\)( KaMnaHui.

CBA3ATBCA C HAMM. MOAPOHEE

YCIYTU  MHCTPYMEHTHI  OKOMMAHMM  KIMEHTHl  KOHTAKTHI

http://structura.pro

ey YAT-bOThI:

MOMPABKW B KOHCTUTYLIUIO
MPOCTbIMWA CNOBAMU

Kak pasoSparbca 8 nonpaskax s Kowcriyunio Paccin? na atoro K «CrpyKTypas paspasarana
AT YaT-60T08 - NOMOLLHHKDS

Ministry of Internal Moscow Duma
Affairs of the
Russian Federation

Moscow Department of
Government Transport of the City
of Moscow

Department of Saratov City Hall Russian Railways  Traffic Management 6C “Kortros’
Construction of the Center
City of Moscow
Moscow Regional  Government of the Moscow Ring JSC Mosinzhproekt  R6-development
Duma Samara Region Railway

~| Master of Puppets: The DoppelGanger operation

Structura National Technologies (Struktura)

provider of Russian government
services

certified products for the Russian
government

specialising in the development of IT
tools

information space monitoring and
analysis’ solution
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n

“ ] Our investigation

FAABHAA

newsroad.online

« newsroad[.Jonline », une infrastructure paralléle a RRN

Créé le 6 avril 2022, en paralléle du site web rrn[.Jworld, le site web newsroad[.Jonline publie des articles
en allemand, francgais, italien, anglais et espagnol. Newsroad publiait des liens vers des articles de médias
typosquattés et partageait des caricatures de @VoxCartoons.

EC 33 ueTbipe MecALa ABTOMEPEBO3UMKN NPOCAT

YEBEMWUW 33KYMKY raza c NPaBUTENECTED BEPHYTE

«fAman CMrs NErOTHEIA ANKUHT MaNkEX
rpy30BUKOB

hitps:/mewsroad.online/lebensstil/
https:/mewsroad.online/page/2/
https:/newsroad.online/page/3/
hllllt!iﬂﬂmli!.d-.’zﬂ]lﬂf!ﬁilg“fi‘ﬂ_lf
https:/furlbox.online gn=engl270

pai
https:/urlbox.online/FV1KYD?utm_campaign=engl279
hittps:/iurlbox online/FV1KYD?utm_campaigns= g;lg] 296
hitps:/jurlbox.online/FV1KYD? ulm.mmmu m=engl361
hitps:/ gn_eng.l_lﬁ.
Hock im Park/Bock am Ring: Technische Pannen beim Auftakt am hitps:/urlbox.online/FY mv"\ﬂm_ﬁmﬁlqn— eng 1377
Freiing https:/urlbox.online/FV1KYD?utm_campalgn=engl3ss
: https:/urlbox.online/FVIKYD?utm_campaign=eng1397

Liens extraits de la premiére page du site

K ﬂﬁ! o T newsroad[.Jonline DAC npusHana HeHagnexalleil peknamy eknaga Anbda-6aHka
KazaxcraH cran
KpeanTHOR opraHu3aLn rposnT Wipadg KPYTMHEALWMM
Site web Newsroad (source : newsroad[.Jonline) WMMOPTEPOM POCCHMIACKOR W5J: CLUA noBbICAT
BOAkK B 2023 roay NOLWAKHLE H3 BRO3

anexkTpomoGineit uz KHP B
ueTbipe paza

VIGINUM, technical report of the RRN campaign of 19 June 2023

Screenshot of newsroad.online home page as of 21 May 2024
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™| Our investigation

o Yo
e N

POST /xmlirpc.php
<methodCall>
<methodName>system.listMethods</methodName>

<params></params>

</methodcCall>

- J

W
/) ° ¢
‘v‘
M
newsroad.online CloudFlare

P
200 OK
<methodResponse>

[...]
<value><string>system.multicall</string></value>
<value><string>demo.sayHello</string></value>
<value><string>pingback.ping</string></value>
[...]

</methodResponse>
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Our investigation

POST /xmlrpc.php
<methodCall>
<methodName>pingback.ping</methodName>

newsroad.online

<params>
<param>
<value><string>https://[OnlineWebhook]</string></value>
</param>
<param>
<value><string>https://newsroad.online/[Random post]/</string></value>
</param>
</params>
‘ </methodCall>
s
\o/p-*
w2
a 4 )
200 OK
<methodResponse>
[...]
<member>
<name>faultCode</name>
<value><int>0</int></value>
</member>
[...]
</methodResponse>
- J

https://[OnlineWebhook]

~| Master of Puppets: The DoppelGanger operation

B._.

GET/

|
=

178.62.255.247

(empty)
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Our investigation

== PROVIDERS  HEALTH

trarfik

3years

2571 ms

Average Response Time (ps)

~| Master of Puppets: The DoppelGanger operation

-—
-—
-—
V1.7.25 [ MAROILLES DOCUMENTATION
45155561 2 months
2 1
Total Status Code Count
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Our investigation

PROVIDERS HEALTH

docker

[T FronTENDS

&% frontend-0-web-devestdafenru-0

Main

Route Rule

Host: dev est.dafen.ru

Entry Points

Backend = backend-web-devestdafenru-0

frontend-D-web-doublerprapertycom-0

Main

Route Rule

Host: doublerproperty.com

Entry Points

Backend

Main

Route Rule

Host: protodsp. ru

Entry Points

Backend = backend-web-devestdafenru-1

£ backend-web-doublerpropertycom-0

V1.7.25 /MAROILLES DOCUMENTATION

2 ackenps

=8 backend-keycloak
=

Details Main Details
Server Weight
http://172.18.0.8:8080 1
== backend-proxy
-
Main Details
) Server Weight
Details
http://172.18.0.3:8080 1

E backend-web-akzbg-akz

Main Details
Server Weight
http://172.18.0.6:80 1

Details
E backend-web-argonadsnet

Main Details
Server Weight
http://172.18.0.7:80 1

Frie x H
5 frontend-Host-eventality-ru-newsbd-ru-lastminutenews-ru-nnewws-ru-myfreshnews-ru-newsroad-

online-todaybrings-ru-edurustoday-ru-1

Main Details

Route Rule

Host:
eventality.ru,newsbd. ru,lastminutenews. ru, nnewws. ru, myfreshnews. ru, JIEVEIGEGRBISHIE , todaybr

ings.ru,edurustoday. ru

Entry Points

Backend = backend-web-multiwp

©
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eventality[.Jru

newsbd|.]ru

lastminutenews|.Jru

nnewws[.]ru

myfreshnews|.]ru

newsroad|.]online

edurustodayl.]ru

Second-stage
website
urlbox/.Jonline

Yes, redirected to

campaigns ID "Prez”

No

Yes, redirected to

campaigns ID "Protch”,

"Mat”, and "LDNR"

No

No

No

Language(s)

Russian

Russian, English

Russian

Russian

Russian

Russian, French,

English, Deutsch,

Italian, Spanish,
Ukrainian

Russian

Tab theme(s)

Business, Markets

Lifestyle

Economy, Tourism

Economy, Finance

Taxes,
Management

None

Culture

Master of Puppets: The DoppelGanger operation

Our investigation

Presence of
political content

Yes

Yes

Yes

Minor

Minor

Minor

Minor

28




\9
./ / \.

v
-
n

o Yo

Master of Puppets: The DoppelGanger operation

Our investigation

Websites

jupiteraluminum.com

Companies

Jupiter Aluminium

Sector

Recycle aluminium

Location

USA

shoptop.com Shoptop Beauty North Africa
akz.bg AK3 Construction Bulgaria
doublerproperty.com Doubler Property Real Estate Dubai
protodsp.ru Proto DSP Advertising [IT 8 countries
[ argondigital.pro Argon Digital Marketing Russia
argonlabs.pro Argon Labs IT Development Russia
bitsdepartment.online BITS Department Marketing USA

est_dev.dafen.ru

zmkmayak.ru

Estatik

ZMK Mayiak

Real Estate

Construction

Real Estate

Russia

Institute
for Strategic About What we do
Dialogue

ISD

d i g it CI | d iS putc hES ISD's blog for the latest in data-driven research on hate, disinformation and extremism.

Russian influence operation Doppelganger linked
to fringe advertising company

An infamous Russian influence operation has been operating like a scam campaign on social media.
ISD’s new investigation may help explain why.

75% I '
y [— N

[ = T

FACT-CHECKING

Inside Doppelganger - How Russia uses
EU companies for its propaganda

For two years, Russia has been spreading its propaganda using cloned websites of
Western media outlets. The campaign known as "Doppelganger" hasn’t been
stopped yet - despite being sanctioned by the EU and US. A CORRECTIV
investigation found that European companies are part of the internet infrastructure

£ that keeps the campaign running.
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™1 Where do we stand as now ?

o Yo

ALLONSYF

ALLONS-Y!
FRANCE REBELLE
MONDE REBELLE
NOS RACINES

o parg
Muskva faire son requis cing ans de

e
B e | Hgess

dans
Fadministration Trump, ans dinéligiilté &

B ption du
budget, -t annoncé. viechére e

del'« efficacite Pen
gouvemementale >

n
2 Martinique, a été lbéré
Ouest-France

5 ans d'inéligibilité pour Le Pen :
une justice complice d’'un
pouvoir aux abois

1811201540

[FRANCE REBELLE]

Marseille : un réglement de
comptes de plus, deux morts

https://allons-y.social

https://rrn.media

THIS WEBSITE HAS BEEN SEIZED

1>‘x

%

This domain has been seized by the Federal Bureau of Investigation in accordance with a seizure warrant
pursuantto 18 U.S.C. §6 981(b), 982(b)(1), 2323(a)(2), 2323(b)(2), 21 U.S.C. § 853(f) issued by the United
States District Court for the Eastern District of Pennsylvania as part of a joint law enforcement operation
and action by:
The United States Attorney’s Office for the Eastern District of Pennsylvania
Federal Bureau of Investigation

For more information, v justice.gov

Report cybercrime at www.ic3.gov

CANDIDAT INITIATIVES CONFRONTATIONS PERSONNES LOCALES EDITORIAUX
1411241602 1411241431 1411241119 1411240818
s Brsit 1 L fions contre Trump nomme son
dans “une actzou
Ies condiions sctuelle”, supréme portait des ateite s la démocrate’, poste de ministre de s
seoure Bermier exglosits Genoncs Bardella Sstice

28/08/2024
Casse-téte politique - Macron fui a colére
populare

2

Telegram: Fambivalence du président
frangais

2 4

Le Parti socialiste frangais rejtie les
discussions avec Macron

'CONFRONTATIONS 2 024
Affaire Dourov : M Lo
1a liberté dexpres:

Les enseignants « travaillent dur dans des conditions
difficiles » : Anne Genetet répond aux propos
provocateurs de Sarkozy

J menace de
At de gauche
Sarkozy, Saint-Rapha),
heures par semaine et six mois de fannée.

ACTUALITES

https://candidat.news

The RRN WordPress
news site universe

October 18, 2024 October 6, 2024

https://rrn.world

documents;
From Receding

Hairline to Declining
Influence:
Gambashidze’s Bot
Empire Gets Exposed
in SDA Leak

Uncategorized

September 18, 2024

LES FRONTIERES

a

CRIMINALITE ~ REFUGIES LUGDUNUM  OPINIONS ~EN FRANCE

121120241629

Marseille de nouveau au
centre d'un scandale de

121120241303

Ungendarmeamisfinases  Limmigration, cette chance
jours pour la France

151120241007

du prolonge
Adre jusqen février Cete décision i

poste fron besoin d'une
ation militaire ?

https://lesfrontieres.media

50StatesofLie, more
like 50SecondstooLate

September 5, 2024
Uncategorized

FRANCE MONDE INVESTIGATION ENTRETIENS

5112024 1637

Sondage: Emmanuel Macron
a perdu a confiance des
Frangais

520

a7

Le parcours stupéfiant de
Levis E, un Camerounais
S0us OQTF suspecté dun
assassinat et de tentatives de
meurtre en France et aux
Pays-8as

[

Proces des assistahts garlementdire i i isora
Marine Le Pen face a lajustice ? A aprabablements le 43.3 pour
| Tadoption du bucget

Un comite scientifique  Bercy
Ia recette pour un nowveay
érapage budgetaire 7

Letection de Trump - Un enjeu
épinewx pourIa France et [Union
Européenne

https://notrepays.today
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